would likely be coverage. If, however, you did not
anticipate the security need at all, then you may very
well be without insurance protection.

Insurers know that security is a cat and mouse game
between professionals and hackers, and that any
given security is good only for a certain period of
time, and they avoid thisrisk. With alittle scenario
based planning, you would be cognizant of this and
work to reduce the scope of this exclusion.

INTELLECTUAL PROPERTY

Intellectual property is at the very heart of what
computer software and services are all about.
Information, data and ideas are the stock in trade of
these professional's, and every day they run the risk
of unintentionally interfering with the rights of oth-
ers. That's covered because it’s unintentional, right?
If you have atypical policy, the following will likely
be found in the exclusion section (actual language
from a policy form in circulation):

“Thisinsurance does not apply to any claims
arising out of:

Actual or Alleged:

Theft, infringement or violation of patent,
trademark, service mark, trade name, trade
dress, copyright or style of doing business;
Wrongful appropriation or disclosure of trade
secrets; or

Violation of any other intellectual property
right or law.”

Note that this exclusion would apply not only to
your own violation, but also if it was your software
that allowed the violation to occur. In acase wherea
software flaw caused a company’s trade secrets to
appear on the Internet, this would create aloss not
addressed by most Errors and Omissions insurance.
Intellectual property isavast source of first party
and third party risk.

The consolation: insurance is not all thereis. Risk
management (risk identification, risk stratification,
loss control, risk transfer) is a process that works.

You're trekking out front, in the lead; realize that
you' re insurance company is a half mile behind. At
least you have your risk adviser out there with you,
right?
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of Licensed Insurance Advisors
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The Insurance Library Association of Boston
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Upcoming Events

Tuesday, April 25, 2000
Speaker: Dr. James Howell
Topic: The State of the New England Economy

Thursday, May 18, 2000 (Breakfast Meeting: 8:00 am)
Speaker: Commissioner, LindaL. Ruthardt
Topic: The Changing insurance Regulatory Climate

Note: April’s meeting will be held at the Downtown Harvard
Club. Registrationisat 11:30 am. The May meeting will be
held at the Downtown Harvard Club at 8:00 am. Cost for eachis
$35.00. For additional information and reservations, call the
Insurance Library of Boston, at 617-227-2087.

President’s Cor ner
By: C. Dick Dyer, IV dick_dyer @aon.com

The year 2000 began with gusto but with some real uncer-
tainty in the insurance and risk management arena. There
has been a spate of mergers, acquisitions, consolidations
and reorgani zations recently in both the company ranks and
the brokerage community and there does not appear to be
any end in sight. The companies continue to look for ways
to improve their efficiencies, and when there is a good fit,
the results can be very positive. The ACE experience sug-
gests that growth through acquisition can be dynamic.
However, in many cases, the results have seemed far more
fitful, with both insiders and outsiders wondering what
happened and where do they go from here. Thisistruefor
both brokers and insurers.

Ironically, as al of thisturmoil was unfolding, the market
seems to be moving inexorably toward atightening. Prices
are at the least stabilizing, and many companies seem to be
in amost a panic mode, analyzing and re-analyzing their
books of business, and making decisions based on under-
writing criteriatoday that are literally 180 degrees from
their tenets afew short weeks before. Regardless of
whether these reversals and belt tightening are driven by
external forces, such astreaty renewals, or by internal
dynamicslike “we haven't tried that in awhil€”, the result
isaconfused buying public. In the face of record econom-
ic growth and prosperity in the United States, many insur-
ers here are languishing in pools of red ink and are bound
and determined to improve their results.

Combine the two aforementioned issues with a sea
change that has occurred in risk management, and you
have the ingredients for the growth of risk manage-
ment consultancy at an unprecedented rate. The only
cavest is that the consultant/adviser must be ahead of
the curve and take advantage of the changes as they
occur. Enterpriserisk isnot a concept but areality
that is changing risk management for the better. But it
does require out of the box thinking more than ever
before. For those willing to learn, the value of an
adviser will continue to grow. The number of choices
may be dwindling but the complexity of the choices
will only increase. The astute adviser will be an
invaluable advocate to your organization in making
this decision-making process less complicated.

THE CHARITABLE TRUST
Benefit Charity, Benefit Children, Disinherit IRS
By: Edward L. Wallack Esg., CLU, ChFC
John J. Yagjian, Esg. jyagjian@sapers-wallack.com

A Charitable Remainder Annuity Trust (“CRAT”) and
a Charitable Remainder UniTrust (“CRUT”) fall under
the broader heading of Charitable Remainder Trusts
(“CRT"). A CRT, in general, has four main compo-
nents. First, thereisthe designation of theincome
beneficiaries (usualy the Grantor and/or hisor her
family). Second, there is the income term (which may
be established by reference to aterm of years not to
exceed 20 years, or may be for one or more lives).
Third, there is the required income payment (which is
established as afixed amount in the case of a CRAT,
or a percentage of asset value in the case of a CRUT).
Finally there must be a charitable remainder beneficia-
ry to receive the trust assets at the end of the income
term.

From an income and estate tax perspective, a CRT has
several beneficial attributes. An income tax deduc-
tion is permitted for the fair market value of contri-
butionsto the trust. Thetrust is atax-exempt entity.
Thus when highly appreciated property is contributed
to the CRT, the CRT may sell the property without
incurring any tax obligation with the result that the
CRT retains 100% of the fair market valuein the
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trust. The CRT may invest these fundsin adiversified
portfolio, and the income earned on these investments
inside the CRT isalso incometax free. A combination
of these tax-favored attributesislikely to result in the
following:

* increased current income to the Grantor and/or his
or her family,

* an increase in the value of assetstransferred to the
Grantor’s heirs, and

 areallocation of social capital (i.e. estate tax
dollars) to charitable purposes that are important to
the Grantor.

It iswithin this framework that a CRT can be tailored to
each client’s particular reason for considering a CRT.
These may be quite varied, and include those who are
simply philanthropically inclined; those who are moti-
vated by the combination of tax savings, social good and
the desire to redirect tax dollars to a specific charitable
purpose of their choice; those for whom charitable giv-
ing is atradition; and those who feel an obligation to
repay asocia debt or obligation. The concept may be
further expanded to include a private foundation as the
remainder beneficiary, thusinvolving children in the
perpetuation of the legacy. The end result of planning
with a CRT isthat you benefit your family, you benefit
your chosen charity, and you disinherit the IRS.

The example that followsis intended to present one situ-
ation in which a CRAT should be considered. There are
many factors that are incorporated in the final CRAT
design. The example does not explain, in detail, a num-
ber of these factors. However, the results of each of the
options discussed are based upon identical assumptions.

Example: Mr. and Mrs. X, both age 65, have 3 children
and 3 grandchildren. They are in the 40% income tax
bracket and 55% estate tax bracket. X owns highly
appreciated stock worth $2,500,000 with a basis of
$100,000. The stock does not pay any cash dividends.
They want to sell the stock and diversify their portfolio.
Their goal on the new portfolio isto generate a 10%
return. They desire to gift an aggregate of $55,000
annually to their children and grandchildren. There are
three options to consider (all of which assume a 10%
return). (Option 1)They sell the stock and invest the net
sale proceeds. (Option 2) They gift the stock to a CRAT
that pays them $105,000 after tax, for their joint lives.
Under current IRS assumptions, this gift generates an
income tax deduction of $830,000 that is assumed to be
realized over 6 years. (Option 3) They invest the
excess income and tax savings from the CRAT in avari-
able life insurance policy owned by an irrevocable life

insurance trust. Assume the survivor of Mr. and Mrs. X
dies at age 86.

 Under Option 1, the IRS receives $2,453,000; the heirs
$2,007,000; and the charity nothing.

» Under Option 2, the IRS receives $1,733,000; the heirs
$1,418,000; and the charity $4,790,000.

 Under Option 3, the IRS receives $0; the heirs
$4,651,000; and the charity $4,790,000.

IT'SRISKY OUT FRONT OF THE PACK

INSURANCE GAPS PLAGUE COMPUTER SOFTWARE AND
SERVICESFIRMS

By: Frank Licatafjlicata@ARIrisk.com

Computer consultants and software developers are not
cautious by nature. They’re more comfortable taking risks
than worrying about managing them, and to date this
approach has worked for (most of) them. Going forward,
this approach won't be wise.

Several high profile legal cases have foreshadowed what
the Wall Street Journal termed on 1/4/99 as “the threat of
increased legal scrutiny” for the computer services indus-
try. A great number of casesinvolve the wild west of the
internet, of course, but there is also a changing atmosphere
in the more mundane areas such as enterprise resource
planning (ERP). Courts have had a high degree of toler-
ance for imperfection in computer equipment and services
due to the speed of product innovation, but clearly that tol-
erance has eroded lately.

Computer consultants and software devel opers have
begun to consider the flow of liabilities emanating from
engagements and product launches and the resulting expo-
sureto financial loss. Those who blindly rely on insur-
ance will be unpleasantly surprised as insurance products
for the tech segment are riddled with gaps. A risk man-
agement program based on risk identification and stratifi-
cation, loss control, contractual risk transfer, and then
insurance, will keep tech firms out of the quicksand.

SOME CASES

Let’s consider some hypotheticals based on actual recent
news events.

SAPAG, alarge enterprise resource planning software
maker, has been unflatteringly profiled recently because of
disputes with two customers, Hershey Foods and
Whirlpool Corp. Software problems have prevented the
two companies from distributing their products to cus-




tomers, and damages will involve current and future loss
of income, market share and customer good will. One
thing for sure: the dollar value will be substantial.

SAP's size may preclude their need to make a panic call
to their insurance broker, but most software companies
would in fact do just that. The calls may not be reassur-
ing. The policy form issued by one of the leading insur-
ers operating in this niche starts out fine, offering to
cover theinsured for: “...failure of your electronic
products (defined to include services) to perform the
function and serve the purpose intended...” Thiscer-
tainly appears to describe the problem facing SAPin
general terms. Only further in the policy, under the
ever-present “Exclusions’ section does the coverage
problem become apparent.

The policy in question excludes:

“...anyloss, cost or expenseincurred by you
or othersfor theloss of use, withdrawal, recall,
inspection, repair, replacement, adjustment,
removal or disposal of: Your [products] or your
work...”

This exclusion appears under the title “ Product Recall”
but refers to much more than what is typically under-
stood to be the meaning of recall. Remediation in the
two SAP cases would unavoidably involve “replace-
ment” and “adjustment” of the SAP products or ser-
vices. And at the end of alarge project the cost of the
remediation would be painfully large.

Insurance policy language must be reviewed and appro-
priately structured given your specific exposures. The
first approach would be to whittle down the exclusion to
cover apure product recall situation (arecall of adis-
tinct product from store and warehouse shelves).

CONTRACTUAL LIABILITY EXCLUSION

W.L. Gore Co., the maker of GoreTe, is suing Deloitte
Consulting for $3.5 million over a human resources
software package fiasco. Inthiscase, let’s consider the
relationship between Deloitte and its subconsultants. At
all times, contracting parties attempt to transfer liabili-
tiesto othersvia agreement, i.e. to get othersto absorb
their defense and indemnity costs. Deloitte, it will be
assumed, used their clout to intimidate all subconsul-
tants to assume Deloitte’s liability arising out of acts of
the subs. In alargejob that goes bad, all parties on the
job get caught in the plaintiff attorneys dragnet. Here,
the litigation-related confusion swirling about would
have little Subcontractor A obligated to pay the legal
bills of worldwide consulting firm Deloitte.

To add insult to injury, the indemnification of Deloitte
would most likely not be covered by the sub’s insurance.
Virtually all unmodified errors and omissions liability
policies contain an exclusion for “ contractual liability.”
Be assured, paying the legal costs and damages of the
leading consultant on amajor job will put most companies
out of business (individuals will be staring at personal
bankruptcy).

PRIVACY AND SECURITY PROBLEMS

Another case involved Sony Entertainment Inc.’s “Info-
Beat” online newsletter. The company disclosed that a
software flaw had allowed advertisers to gain access to the
email addresses of subscribers.

Privacy is perhaps the number one concern of Internet
users and any invasion of privacy will expose companies
to substantial liability. In fact, two class action lawsuits
seeking monetary compensation have recently been filed
against another company, RealNetworks Inc., over alleged
violation of the privacy of its customers. The company’s
Real Jukebox unit which plays music online had been col-
lecting information about users’ listening habits without
advising them.

Intentional data collection is outside the scope of this
research, but in the Sony case the company claims that the
data collection was due to an error in the software. You
can be sure that if the company is liable for damages, they
or their insurance companies will be looking to the soft-
ware manufacturer and/or consultant for restitution.
Again, insurance is not the answer. Based on the policy
form of another segment leader, this claim would not be
covered. Most Errors and Omissions policies, in fact,
contain apersonal injury exclusion which is the mecha-
nism by which invasion of privacy claims are barred.
Assume for the moment that the privacy invasion was due
to a security breach. A leading insurer provides the fol-
lowing exclusionary language with respect to security, and
many other insurers follow suit:

“Thisinsurance does not apply to failure or lack of
your electronic productsto prevent unauthorized
accessto or use of an electronic system or program.

This exclusion does not apply if such unauthorized
accessisthe result of a malfunction of your
electronic products’

Thisis not an ancient Chineseriddle. What actual mean-
ing it would have to ajury, though, is open to speculation.
Our interpretation is that if you anticipated an attack of a
certain type, built software protocols to deter such an
attack, and the protocols simply did not work, then there




